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“Open Banking is creating some 
incredible opportunities for data-driven 
innovation, but the risk of data loss, 
privacy breaches, fraud and other cyber 
security attacks is real and increasing.”

Introduction

As soon as PSD2 and the UK’s Open Banking regime came into force on 13 January 2018, nine 
of the largest UK retail banks were required to give registered service providers access to their 
customer banking data via a set of secure application programming interfaces (APIs). What 
started as an investigation into competition in the banking sector has culminated in potentially 
one of the most game-changing pieces of regulation.

With this in mind, TLT organised a conference 
with banks, specialist lenders, fintechs, data 
security experts, UK Finance and the ICO to take 
the temperature of Open Banking one month 
on – not just how the banks have responded, but 
what issues have arisen, what early moves have 
emerged, what the risks look like and how the 
landscape is shifting.

The conclusion? Open Banking is creating some 
exciting opportunities for data-driven innovation, but 
the risk of data loss, privacy breaches, fraud and 
other cyber security attacks is real and increasing. 
The success of Open Banking depends on winning 
customer trust and managing the inherent risks. The 
following report is a summary of our event and please 
also see below for a video interview with our speakers.
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Early lessons include: 

   Speed

In this live marketplace, things are happening 
quickly. Data is being released, fintechs are 
moving in on the opportunity and consumers are 
agreeing to share their data. 

   Fragmentation

The future market will be varied and fragmented, 
resulting in a distinctively different banking 
experience. We’ll see new business models, 
with some providers specialising in narrow areas 
rather than offering a familiar suite of products 
and others offering aggregation tools. 

A B    Choice

Consolidation is not necessarily inevitable. Early 
indications suggest a marketplace that offers 
customers an increasing choice of products and 
providers, and the power to design the banking 
experience they want.

   Innovation

Nearly every financial service provider is 
moving in on the opportunity. While innovation 
cannot be rushed, there is pressure to 
innovate quickly to secure market share. 

   Disruption

While it might take some time, companies like 
Google, Amazon, Apple and Facebook are 
looking at what Open Banking means for them. 
They could facilitate banking services directly 
through their existing platforms, inserting 
themselves between the customer and the bank. 

   Segmentation

To succeed, businesses must embrace new 
digital models and make coherent strategic 
choices – including around which customer 
segments to target and how to tailor their 
products and services to each group.

Early lessons in Open Banking

Open Banking was always expected to prompt banks 
to embrace and adapt to a world that sees them no 
longer functioning as one-stop-shops for financial 
services and more as open platforms. Far from 

resting on their laurels, established and new financial 
services providers are already innovating and the 
world’s largest technology companies are actively 
considering what this means for them. 



“It’s incumbent on everyone to 
educate and engage with consumers 
in a responsible way.”
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“Data risks are not reason enough to not 
pursue Open Banking and make it work.”
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Understanding the risks

Data privacy – and the importance of consent

The proliferation of personal data has led to 
increasing data privacy regulation, including the 
General Data Protection Regulation (GDPR), which 
gives individuals more control over how their data is 
used and various new rights. Companies also face 
new legal responsibilities to prevent the unauthorised 
or unlawful processing of data and to prevent loss, 
destruction or damage. 

The opening up of banking data is seemingly at odds 
with data privacy regulation, but this is something that 
Richard Syers, senior policy officer at the Information 
Commissioner’s Office (ICO), was quick to address. 
“Open Banking is now live and we’re working closely 
with the FCA and the industry to ensure it aligns with 
data protection legislation” he said. “Open Banking 
has the potential to deliver real benefits for individuals 
by giving them control of their personal data. However, 
there are of course real risks that come from making 
data more open. The banks are a big target for 
criminals and the loss or misuse of financial data can 
cause real damage and distress to individuals. We’re 
engaging with industry to ensure that those risks can 
be mitigated whilst ensuring that the benefits that 
Open Banking can offer are realised.”

Consent will be critical to making sure that data 
sharing under Open Banking complies with the 
law. The request for consent needs to be given at 
the right time, and needs to be communicated in 
a clear and transparent way so that the terms are 
unambiguous and clearly understood. 

Alison Deighton, head of data protection and 
privacy at TLT, said, “The challenge is to make 
Open Banking an easy process, with clear 
consents and transparency driving consumer 
choices and understanding. Positive consent 
is required, so while there are significant 
opportunities for brands, the consumer is also in 
control. At every step, it’s incumbent on all those 
working in Open Banking to educate and engage 
with consumers in a responsible way.”

The penalties for breaching data privacy regulations 
can be serious. Not only has the ICO set a 
maximum fine for breaching the GDPR of £17m or 
4% of global annual turnover (whichever is highest), 
companies could also face litigation from individuals 
and damage to reputation at a time when they’re 
trying to set out their stall as a data-driven innovator. 

Redrawing the banking landscape

The largest retail banks face the challenge of re-
plotting their course, turning the ship and innovating 
quickly enough to protect their market share. The 
conference acknowledged that while it is still early 
days, there is a need to constantly watch and learn 
to stay ahead of the way banking is changing. 
Responding to such a radical piece of regulation is 
not straightforward, but there may be opportunities to 
fast-track through partnerships and acquisitions. 

Other banks are also under pressure to transform 
their operating models and differentiate themselves 
as the market shifts, while digital-only players need 

to build awareness and grow their market share with 
distinctive service offerings. 

Under Open Banking, banks will compete with 
non-banks for their full range of services, including 
payment initiation, account information and 
account payments. Sam Everington, head of APIs 
for Starling Bank, welcomed the change, saying: 
“Until now, innovation has had to work around 
a lack of freely available data. It’s fantastic that 
this has been changed by new legislation with a 
purpose, even if we all still have to be alive to the 
risks around data security.”

increase 
in cyberattacks 
in 2017 
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Data security – and the importance of technology,  
people and processes

The number of cyberattacks against financial services 
companies reported to the Financial Conduct 
Authority (FCA) rose by 80% in 2017, compared to 
2016. Banks are an attractive target for criminals 
because their data is so valuable, so opening up that 
data to other organisations increases the threat. Open 
Banking will also bring various data sets together, 
increasing their value even further. 

The wider availability and use of quantum computing 
over the coming years is another significant 
challenge, because attacks will be easier to execute 
and defy current approaches to data security. 

Jason Hart, CTO at digital security firm Gemalto, said, 
“Only two per cent of businesses are situationally 
aware about their data. 

“Open Banking demands a higher level of data 
security and it’s imperative that organisations get this 
right. They need to cover off different data locations, 
user needs, data types, environments and people 

in their security plans. It’s a large piece of work for 
most, but what is the risk from not acting in a world 
where even encryption may soon not be a safeguard, 
as quantum computing arrives?”

In the holy grail of technology, people and processes, 
people can often be the weakest link – something 
that was brought home by a live ethical hacking 
demonstration at the conference. Employees need 
to understand how the risks are evolving and how to 
adequately protect customer data, and be trained 
in the company’s standards rather than relying on 
outdated methods. 

A data security breach could lead to a serious data 
leak, breaching data privacy regulation and leading 
to fines and litigation as well as reputational damage. 
As Open Banking and technology evolve, new risks 
will emerge – financial services companies need to 
continually watch and learn. 

Fraud

Cyber offences and fraud are thought to account 
for nearly half of all crime in England & Wales. While 
much continues to be done to prevent fraud, Open 
Banking creates new opportunities for fraudsters. 

Alasdair MacFarlane, head of fraud prevention and 
response at RBS, said the main risks around Open 
Banking and the wider release of consumer data 
arise from: 

 ■ An increased ‘attack surface’ for criminals to go after

 ■ The associated potential for data losses via third 
party providers

 ■ The impact we might see on core systems from 
unexpected usage

 ■ Increased risks around fraud in general

“When you think about the customer, too, there are 
some new risks around things like the capability of 
consumers to aggregate their banking platforms in 
one place. If that single platform gets compromised, 
then several accounts are compromised at once. 
Potentially therefore the banks need to reassess and 
re-engineer their security controls and processes,” 
he explained. 

“Cyberattacks are not limited to exploiting technical 
vulnerabilities,” he added. “Open Banking could 
well trigger an increase in social engineering attacks 
against customers who may be inexperienced in new 
technology platforms. Risks include phishing – in all 
its variants – malware, fraudulent apps and physical 
theft or loss of endpoint devices that could provide 
access to third parties.”



“Organisations need to cover off data 
locations, user needs, data types, 
environments and people in their 
security plans.”
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Looking forwards

Open Banking will redefine the risks and 
opportunities for financial service providers for years 
to come. Everyone involved in Open Banking has a 
duty to make it easier for customers to benefit from 
this innovation, while protecting against mounting 
data privacy and security risks. 

There is a lot to consider: 

 ■ Understand your regulatory obligations, including 
under the Open Banking regime and new data 
privacy regulations, including the GDPR (which 
comes into force on 25 May 2018)

 ■ Understand how Open Banking will affect 
your liabilities and the potential impact of non-
compliance (including fines, group litigation and 
reputational damage) 

 ■ Map out a clear, long-term strategy and review 
it periodically 

 ■ Understand the data and security risks as they 
apply to your organisation – not just for now, but 
for what you are planning to become

 ■ Take full account of what data you have, where it 
is stored, who has access to it and how to protect 
it, and review this periodically 

 ■ Update any data policies and permissions 
and use clear communications to ensure that 
employees and customers are not the weak link in 
your data security plans

 ■ Continue to watch and adapt to the evolving 
competitive and legislative landscape

Contacts
To find out more about Open Banking and how it affects your organisation, contact: 

Richard Waller

T 0333 006 0097  
E richard.waller@TLTsolicitors.com 

Jonathan Hoey

T 0333 006 0188 
E jonathan.hoey@TLTsolicitors.com

Alison Deighton

T 0333 006 0160  
E alison.deighton@TLTsolicitors.com

David Gardner

T 0333 006 0358  
E david.gardner@TLTsolicitors.com

Keep up to date with all the latest developments and Open Banking events from TLT at: 

tltsolicitors.com/open-banking   @TLT_FS_Law

About us

TLT supports large corporates, public institutions 
and high growth businesses on their strategic 
and day-to-day legal needs. We are a leading 
provider of advisory, transactional and disputes 
services to the financial services industry, 
including banks, building societies, fintech 
companies, peer to peer lenders and outsourced 
service providers.

We advise across the three UK legal jurisdictions of 
England & Wales, Scotland and Northern Ireland. With 
significant experience advising organisations in the 
energy and renewables, financial services, housing, 
leisure, public sector, retail & consumer goods and 
TMT sectors, the firm has a strong track record of 
consistent growth driven by client need. TLT has over 
100 partners and employs around 1,000 people.
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Glossary

AISP Account Information  
Service Provider

An AISP delivers account information services to 
consumers spanning one or more payment accounts.

API Application Programming 
Interface

An Application Programming Interface is a set of routines, 
protocols, and tools for building software applications. An 
API specifies how software components should interact.

ASPSP Account Servicing Payment 
Services Provider

Account Servicing Payment Service Providers are banks 
by another name. They provide and maintain a payment 
account for a payer.

CMA Competition and  
Markets Authority

The Competition and Markets Authority is a non-ministerial 
government department responsible for strengthening 
business competition.

FCA Financial Conduct Authority The Financial Conduct Authority is the conduct regulator 
for 56,000 financial services firms and financial markets 
in the UK and the prudential regulator for over 18,000 of 
those firms.

GDPR General Data  
Protection Regulation

A regulation by which the European Parliament, the 
European Council and the European Commission intend 
to strengthen and unify data protection for individuals 
within the European Union.

Open API Open Application  
Programming Interface

An Open API or Public API is a free-to-use, publicly 
available Application Programming Interface (see above) 
that provides developers with access to a proprietary 
software application.

PSD2 Revised Payment  
Services Directive

The Payment Services Directive 2015/2366, as amended 
or updated from time to time. Includes the associated 
Regulatory Technical Standards developed by the 
European Banking Authority and agreed by the European 
Commission and as implemented by the PSR (see below) 
and including any formal guidance issued by a Competent 
Authority.

PISP Payment Initiation  
Services Provider

A Payment Initiation Services Provider provides an online 
service to initiate a payment order at the request of the 
payment service user with respect to a payment account 
held at another payment service provider.

PSR

Payment Services Regulations The Payment Services Regulations 2017. The regulations 
are the UK's implementation of PSD2, as amended or 
updated from time to time.

Payment Systems Regulator The economic regulator for the £81 trillion payment 
systems industry in the UK.
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TLT LLP and TLT NI LLP (a separate 
practice in Northern Ireland) operate under 
the TLT brand and are together known as 
‘TLT’. Any reference in this communication 
or its attachments to ‘TLT’ is to be 
construed as a reference to the TLT entity 
based in the jurisdiction where the advice 
is being given.

TLT LLP is a limited liability partnership 
registered in England & Wales number 
OC308658 whose registered office is at One 
Redcliff Street, Bristol, BS1 6TP. TLT LLP is 
authorised and regulated by the Solicitors 
Regulation Authority under ID 406297.

In Scotland TLT LLP is a multinational practice 
regulated by the Law Society of Scotland.
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